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The use of security protective markings as an effective 
means to maintain data confidentiality and prevent 
data leakage is well established in national government 
circles, especially when dealing with hardcopy 
material. These same principles can also be applied to 
electronic information.

The Protective Marking Security Framework (PSPF)1 
was developed by the Australian Federal Government 
to protect people, information and assets. One of the 
mandatory requirements of the PSPF in INFOSEC 3, states 
that ‘Agencies must implement policies and procedures 
for the security classification and protective control 
of information assets (in electronic and paper-based 
formats), which match their value, importance and 
sensitivity.’

To address security classification and control policies and 
procedures, agencies are (in part) to

u Ensure all information is protectively marked/
security classified in accordance with the Australian 
Government information security management 
guidelines—Australian Government security 
classification system2.
u Implement controls for all security classified 
information, in accordance with the Information 
Security Manual (ISM)3

1 https://www.protectivesecurity.gov.au/Pages/default.aspx

2 The Australian Government security classification system is defined in 
the Australian Government information security management guidelines: 
https://www.protectivesecurity.gov.au/informationsecurity/Documents/
INFOSECGuidelinesAustralianGovernmentSecurityClassificationSystem.pdf

3 The use of protective markings in the Australian Government is defined in 
The Australian Signals Directorate (ASD) Information Security Manual: https://
www.asd.gov.au/publications/Information_Security_Manual_2017_Controls.
pdf
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The ISM refers back to the PSPF, in that ‘All information 
must be classified in a manner consistent with the 
Australian Government security classification system’ 
and this applies to ‘All Departments, Statutory Bodies 
and Shared Service Providers’

The Australian Government now requires some of its 
supply chain to adhere to the standards of the ISM. 
For some businesses, this requires the application of 
protective marking controls.

Many Australian Government agencies and their 
suppliers already meet these requirements using 
the suite of applications from Australian software 
company Janusnet.

The Janusseal suite is a range of add-ons for Microsoft 
Office products and require end-users to assign security 
classifications to all the e-mail messages they send and 
files they create. These security classifications help other 
users and Information Technology (IT) systems measure 
how valuable or sensitive the information is within the 
item and hence the appropriate level of protection they 
should be given.

Janusgate Exchange allows an enterprise to put in place 
advanced message manipulation and internal e-mail 
security policy requirements in their Microsoft Exchange 
infrastructure. It is used to enforce many of the ISM 
compliance server side controls.

To obtain a fully working evaluation version of 
Janusseal or Janusgate Exchange, please contact us or 
visit us http://www.Janusnet.com/evaluate
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CONTROL SECURITY REQUIREMENT JANUSSEAL/JANUSGATE COMPLIANCE STATEMENT COMPLIANCE CHECK

0273 All official emails must have 
a Protective Marking.

COMPLIES 
Janusseal is easily configured to use the security 
classifications of the Australian Government’s Email 
Protective Marking Standard (EPMS) and forces 
users to apply a protective marking to all electronic 
information assets they create such as e-mail 
messages, meeting requests, assigned tasks and 
Microsoft Office files.

¨

0275

Email Protective Markings 
must accurately reflect 
each element of an email, 
including attachments.

Ensuring end-users apply accurate protective markings 
to email messages is largely a matter of user education, 
but Janusseal products work together to guarantee 
that an email protective marking is at least the same 
as that of any attachments. If a classified attachment is 
added to an email message, then Janusseal for Outlook 
changes the list of security classifications so that only 
the same or a higher security classification can be 
specified for the email message.

¨

0278

Where an unmarked email 
has originated outside the 
government, users must 
access the information & 
determine how it is to be 
handled.

Not applicable. This is outside the scope of 
responsibility of Janusseal products ¨

0852

Where an email is of a 
personal nature protective 
markings for official 
information should not be 
used.

COMPLIES 
Janusseal’s default configuration for use with 
Australian Government agencies includes a security 
classification of UNOFFICIAL which can be used by 
the sender to mark emails that not do contain official 
information.

¨

0967

Where an unmarked email 
has originated from an 
Australian or overseas 
government agency, users 
should contact the originator 
to determine how it is to be 
handled.

NOT APPLICABLE
This is outside the scope of responsibility of Janusseal 
products.

¨

Protective Marking 
Controls of the 
Information Security 
Manual4

4 The copyright of the ISM and the PSPF is held by the Commonwealth of 
Australia. Unmodified extracts of these documents are provided under a 
Creative Commons Attribution 3.0 Australia license. http://creativecommons.
org/licenses/by/3.0/au/deed.en http://creativecommons.org/licenses/by/3.0/
legalcode
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CONTROL SECURITY REQUIREMENT JANUSSEAL/JANUSGATE COMPLIANCE 
STATEMENT COMPLIANCE CHECK

0968

Where an email is received with an 
unknown protective marking from an 
Australian or overseas government 
agency, users should contact the 
originator to determine appropriate 
security measures.

NOT APPLICABLE
This is outside the scope of responsibility of 
Janusseal products.

¨

1368

Agencies must prevent unmarked 
emails or emails marked with an 
unrecognised or invalid protective 
marking from being sent to the 
intended recipients by blocking the 
email at the email server.

COMPLIES
Janusgate Exchange can detect, audit, and 
filter unmarked emails and messages with 
unrecognised or invalid marking originating 
from with the agency.

¨

1022

Agencies should prevent unmarked 
emails or emails marked with an 
unrecognised or invalid protective 
marketing from being sent to 
intended recipients by blocking the 
email at the workstation

COMPLIES
Janusseal for Outlook only allows classified and 
marked emails to be sent. To enforce validity, 
the range of classifications and the markings 
associated with the classifications are centrally 
controlled.

¨

0565

Agencies must configure email 
systems to reject, log & report 
inbound emails with protective 
markings indicating that the content 
of the email exceeds the sensitivity 
or classification of the receiving 
system.

COMPLIES
Janusgate Exchange can be configured to reject, 
log and report inbound classified messages 
above the security rating of the receiving 
system.

¨

1023 Agencies should notify the intended 
recipient of any blocked emails.

COMPLIES
Janusgate Exchange can be configured to notify 
the intended recipient of any blocked email.

¨

0563

Agencies must configure systems to 
block any outbound emails with a 
protective marking indicating that 
the content of the email exceeds 
the sensitivity or classification of the 
path over which the email would be 
communicated.

COMPLIES
Janusseal for Outlook SafeDomain can be 
configured to block (or warn) senders when 
the message is sent that a message is too 
sensitive for the path over which it will be 
transported. Janusnet recommends a defence-
in-depth approach, whereby Janusseal for 
Outlook applies protective markings to e-mails 
working in conjunction with appropriately 
configured e-mail servers’ gateways to ensure 
e-mail messages cannot be sent to a lower 
classification domain. Janusgate Exchange can 
be used for this purpose.

¨

0564
Agencies should configure systems 
to log every occurrence of a blocked 
email.

COMPLIES
Janusgate Exchange can be configured to log 
each occurrence of a message which it blocks.

¨
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CONTROL SECURITY REQUIREMENT JANUSSEAL/JANUSGATE COMPLIANCE 
STATEMENT COMPLIANCE CHECK

0270

Agencies must comply with the 
current standard for the application 
of protective markings to emails as 
promulgated by the Department of 
Finance.

COMPLIES
Janusseal for Outlook complies with the 
current EPMS 2012.3 standard, and supports 
both subject line and ‘x-protective-marking’ 
transport headers.
Janusseal products, being Australian made, have 
always complied with the protective marking 
standards from AGIMO and Department of 
Finance. In fact, the directors of Janusnet help 
author the first standard published by AGIMO 
back in 2005.

¨

0969

Agencies should configure systems 
so that the protective markings 
appear at the top & bottom of every 
page when the email is printed.

COMPLIES
Janusseal for Outlook has a feature which 
ensures the protective marking is included at 
the top and bottom of every page when the 
email is printed.

¨

0271

Agencies should not allow a 
protective marking to be inserted 
into user generated emails without 
their intervention.

COMPLIES
By default, the Janusseal products force the 
end-user to specify the classification.
(However, they can be optionally configured 
to have a default security classification that 
is applied for new messages. Janusnet added 
this feature based on market demand, but it 
is switched off by default so an agency can 
choose whether they want to comply with this 
requirement or otherwise.)

¨

0272

Agencies providing a protective 
marking tool should not allow users 
to select protective markings that the 
system has not been accredited to 
process, store or communicate.

COMPLIES
Janusseal can be configured to restrict the 
selection of Australian government Markings to 
the relevant ones applicable to the level of the 
network on which Janusseal is running.

¨
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CONTROL SECURITY REQUIREMENT JANUSSEAL/JANUSGATE COMPLIANCE 
STATEMENT COMPLIANCE CHECK

1089

Agencies providing a marking tool 
should not allow users replying to 
or forwarding an email to select a 
protective marking that is lower than 
previously used for the email.

COMPLIES
When responding to a received message (reply 
or forward), the response message will inherit 
the classification of the original message. 
Janusseal for Outlook can be configured to 
disallow downgrades.

(In some environments downgrading may be 
allowed under specific circumstances – e.g. 
when the response message does not have the 
sensitive content of the original message. In this 
case Janusseal for Outlook can be configured 
to warn the user. Janusseal also has the 
option to log downgrade events. Furthermore, 
Janusseal can embed the classification of the 
original message in the response message, so 
‘downgraded’ messages can be identified during 
message transport by email servers.)

¨

0269

Agencies should ensure that 
emails containing AUSTEO, AGEO 
or other nationality releasability 
marked information are only sent to 
named recipients & not to groups 
or distribution lists unless the 
nationality of all members of the 
distribution lists can be confirmed.

COMPLIES
Janusseal for Outlook SafeDomain can verify 
recipient nationality using (Active Directory) 
prior to message transmission.
Janusgate Exchange can confirm recipient 
nationality as messages are being routed at the 
Exchange server.

¨
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About Janusnet
Janusnet are market leaders in email and document 
classification and protection. Our software and solutions 
make it easy for organisations to enforce and manage 
data security policies and empower their employees 
to take control and responsibility of confidential 
information they have access to.

Janusnet’s award winning solutions are renowned 
for our reliability, functionality and ease of use. Our 
Australian based support team is committed to delivering 
exceptional customer service and support – giving our 
clients confidence and peace of mind.

Well regarded as the experts in Government information 
security, Janusnet’s directors co-authored the “Protective 
Markings for Internet E-mail Messages”, published by the 
former Australian Government Information Management 
Office (AGIMO) – now the Department of Finance. This 
standard enables Australian Government Agencies to 
use a common format for e-mail security classifications, 
greatly simplifying protection of their information, 
whether shared between or outside government.

Our Solutions - Janusseal & 
Janusgate Exchange
Janusseal is a cost effective and simple to use email 
and document classification software that significantly 
reduces the risk of data loss. It has become a standard 
for document classification and protection within 
government having been used and trusted by the 
Australian Government and its agencies since 2005. 
Janusseal provides a comprehensive classification and 
protection of files created in Microsoft environments, 
from Word documents to PowerPoint presentations, 
and e-mails in Outlook, Outlook Web Access, and other 
email platforms.

Janusgate Exchange is a message processing engine 
that is an add-on for Microsoft Exchange Server. It 
allows an enterprise to put in place advanced message 
manipulation and enforce e-mail security policy 
requirements in their Microsoft Exchange infrastructure.

To obtain a fully working evaluation version of 
Janusseal or Janusgate Exchange, please contact us or 
visit us http://www.janusnet.com/evaluate

www.Janusnet.com
+61 2 8004 9300
info@Janusnet.com
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This whitepaper does not constitute legal advice and should not be construed or relied upon as legal advice by any party. 
Legal professional privilege does not apply to this publication.


